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Hacking iOS Apps 
Analyzing Tools 

Debug Tricks 



iOS Apps 

Mach-O 
 

Mach-O, short for Mach object file format, is a 

file format for executables, object code, 

shared libraries, dynamically-loaded code, and 

core dumps. 

 

 iOS and Mac OS X . 

Assembly 
 

Arm V6 ð Thumb 

Arm V7 ð Thumb v2 

 



Tools 

A Jail-broken iPhone 
The 1st step. 

 

GDB 
Dynamic analysis 

 

IDA Pro 
Static analysis 

 

otool 
Object file (mach-o) analysis 

 

class-dump 
Generate header file from binaries 



Decrypting iOS Apps (before analyzing) 

Locate the encrypted section              # otool ðl filepath | grep ôcryptõ  

Using gdb to launch the app 

Dump the section 

Write back to the app 

Now you may use IDA pro to analyze the app 



Decrypting iOS Apps 



Decrypting iOS Apps (1) 


