SmashingOSApps for Fun and Profit
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Dark Luo

Community

CHROOT member

PHATE Founder
Zuso Security- member

Interests
Reverse engineering & programming

RAT& Anti-Virus & Anti Anti-Virus & Game
cheat engine

Speech
HITCON 2012 iOSHacking

HITCON 2009 GameHacking &Game
Protection BypassingHackshield

ZCamp2008- Reverse engineering




Sungting Tsai (TT)

Trend Micro Speech
Leader of an advanced threat research team Black Hat USA 2011 / 2012
Codegate2012
Core Tech Department Syscarl 0 ©
HITConO 8 6
Research

New security technology

Malicious document

Malware auteanalyzing system (sandbox
technologies)

Malware detection

System vulnerability and protection
Mobile security




Agenda

IOSHacking For Profit For Fun
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Analyzing Tools




IOS Apps

Assembl
Mach-O y

: : : Arm V60 Thumb
Mach-O, short for Mach object file format, is a Arm V73 Thumb v2

file format for executablesobject code,
shared libraries, dynamicaHipaded code, and
core dumps

iOSand Mac OS X






Decrypting 1I0S APPS (before analyzing)

Locate theencrypted section 4 cwoafiepatnigrepoc r y pt o

@ Usinggdb to launch the app
S
@ Write back to the app

@ Now you may use IDA pro to analyze the app







DecryptingiOS Apps (1)



