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NAND Flash is used pervasively In
mobile and embedded devices

A Mobile phones retain:
I What they said,
I Who they said it to,
" Were they said I,
nat they searched for (what concerns them)
nere they travelled
nen they charged

X 22X
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Significant challenges to establishing
reliable evidence

A Getting the data out intact
I Device and OS diversity

A Interpreting the data into usable evidence
I Device and O#&iversity

A Absence of scientific rigour from tool vendors

I Transparency & independent reproducibility missing to
date
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A Bootloader Redboot HTGHBoot Samsung
A FilesystemYAFFS2Samsung RFS, EXT4
AFTL: Integrated, MTD, Samsung XSR

A Memory deviceRaw NAND flaskxN footprint),
eMMCX
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Theory of operation



An Android Storage Architecture

YAFFS2 FAT

Block

VIO Subsystem

MTD Device

Specific Driver mmc driver

Flash

Controller

MMC Card

NAND
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Flash memory Is designed to store
metadata In addition to each block

1 Block = 64 Pages

ﬂ -+ (12BK + 4K)Word
- 1 Block = (2K + 64)Word x 64 P
4,096 biocks for| 8GbDDP 1 Device = (2K + 64)Word x 64Pages x 2,045 Blocks
- = 4 724 Mbits for 4Gb
16 bit 1 Device = (2K + 64)Word x 64Pages x 4,096 Blocks
= B 448 Mbits for 5Gb DDP
2K Words 64 Words : or
/ Ll
) - 1FO 0 ~ M0 15
mpme Register 22717 -
2K Words 54 Words
Rev. 1.0
KA1000015E-BJTT MCP Me mory

Source: Samsung KA10000E:H rev 1.0 Datasheet




The metadta and data my be
arranged differently in a page

Adjacent Data and Spare Areas

L . ) . - - AL . A
Dataareal1 Spareareal Dataarea? Sparearea2 Dataarea3 Spareareal Dataaread Spare area 4

(512 bytes) (16 bytes) {512 bytes) (16 bytes) (512 bytes) (16 bytes) (512 bytes) (16 bytes)

Separate Data and Spare Areas

2048 bytes

L v A - A ., L o T ——
Data area 1 Data area 2 Diata area 3 Data area 4 Spare areas
{512 bytes) {512 bytes) {512 bytes) {512 bytes) 1,2.3.4

Source: Micron TR9-19 Flash 101



Pages cannot be individually erased

Erase block = 64 pages
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Pages must be written serially to an
Erase Block

Page written before those tg
left
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Pages can only be written a fixed
number of times

Wear YAFFS2 FAT
Levelling
Block

VTD Subsystem

MTD Device

Specific Driver mmc driver

Flash

Controller

MMC Card

NAND
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Bit errors are anticipated

\WEET) YAFFS2 FAT
Levelling
Block

VIO Subsystem

MTD Device
Specific Driver

mmc driver

Flash

Error
Controller

Correction MMC Card
(EEC)
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Wear
Levelling

Error
Correction
(EEC)
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NAND

YAFFS2

MTD

MTD Device
Specific Driver

Flash
Controller

FAT

Block
Subsystem

mmc driver

MMC Card

MMC Integrates flash controller and

Flash
Translation
Layer




YAFFS2 stores metadata in the spare

Spare
(64 bytes)

EEC
(Handled by MTD
or Flash Controller)

User Data
(2048 bytes)
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YAFFS2 Basics: Simple file write
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Getting the data out
Acquisition
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Acquisition principles
A Completeness
A Accuracy

A Repeatability
A Integrity
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Acquisition methods

A Logical: file copy over android debug bridge

A Pseudo physical: get root, dump NAND block
devices

A Bootloader
A Physical 1: JTAG access to flash
A Physical 2: Chip off
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Logical
A Enable ADB on phone
A Connect and recursive copy

A - Limited access to files
A - No prior versions
A - We are trusting the kernel
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Bootloaderapproaches

A Disablebootloadersecurity
A RAM load custom boot image
A5 dzY L) dza ARamdisk [ A S €

A - Wipes most (not all) devices
A - Limited coverage
A-al AVGSY Ll y &fdisRsT af A JS¢

See: Cannon (2012) Into tiriod, Blackhat
SeeVidas(2011)Toward a general collection methodology for Andrdalices, DFRWS
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Pseudephysical

A Requires unlocked phone/pin

A Requires root access to device
A Range of exploits to do this
A - Exploit validation
A - Perception management

A Dump MTD devices withanddump
A-MTD is not accurate
A-28 aiGAff R2y Qi KIF@S |0
A-2S | NB GNHzaAGAYy3 O0KS LK
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Exploitation

<3>[ 684.803710] init : untracked pid 3882 exited
<3>[ 684.803833] init : untracked pid 3883 exited
<3>[ 684.803955] init : untracked pid 3884 exited
<3>[ 684.804199] init : untracked pid 3885 exited
<3>[ 684.804321] init : untracked pid 630 exited

<6>[ 723.455749] [HTC_BATT]RSNSP=67,RARC=6,Vol=3781mV,Current=299mA, Temp=288C(1/10)

<6>[ 723.455963] batt: ds2784_notify: 1 6 at 719276978798 (1980 - 01- 06 00:14:06.669006333 UTC)

<6>[ 723.462738] batt: batt:power_supply_changed : battery at 719283875771 (1980 -01-06 00:14:06.675750718 UTC)
<6>[ 783.453399] [HTC_BATT]RSNSP=67,RARC=6,V0l=3781mV,Current=301mA,Temp=288C(1/10)

<6>[ 843.457244] [HTC_BATT]RSNSP=67,RARC=7,V0l=3781mV,Current=301mA, Temp=288C(1/10)

<6>[ 843.457458] batt: ds2784_notify: 1 7 at 839278474159 (1980 -01- 06 00:16:06.670501694 UTC)

<6>[ 843.464019] batt: batt:power_supply_changed : battery at 839285035439 (1980 -01-06 00:16:06.677062974 UTC)
<6>[ 903.451873] [HTC_BATT]RSNSP=67,RARC=7,V0I=3781mV,Current=301mA,Temp=290C(1/10)

# cat /pro opc ¢/ mtd

dev: size erasesize name

mtd0: 000a0000 00020000 " misc "

mtd1: 00500000 00020000 “"recovery"

mtd2: 00280000 00020000 "boot"

mtd3: 0fa00000 00020000 "system"

mtd4: 02800000 00020000 “cache"

mtd5: 093a0000 00020000 " userdata
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# cat/ mount
rootfs / rootfs ro 0O

tmpfs /dev tmpfs rw,mode =75500

devpts /dev/pts devpts rw,mode =6000 0

proc /proc proc rw 00

sysfs /sys sysfs rw 00

tmpfs / sqlite_stmt_journals tmpfs rw,size =4096k 0 0

none/ dev/cpuctl cgroup rw,cpu
/ dev /block/mtdblock3 /system yaffs2
/ dev /block/mtdblock5 /data yaffs2

/ dev /block/mtdblock4 /cache yaffs2

00

ro 00
rw,nosuid,nodev 00
rw,nosuid,nodev 00

tmpfs /app - cache tmpfs rw,size =8192k 00

/ dev /block//  vold /179:1/ sdcard vfat

rw,dirsync,nosuid,nodev,noexec,uid
1,shortname=mixed,utf8,errors=remount

=1000,gid=1015,fmask=0702,dmask=0702,allow_utime=0020,codepage=cp437,iocharset=iso8859

-ro 00

#mount -0 exec,remount / dev /block//  vold /179:1/ sdcard

#cd/s sdcaard rd
# chmod 755 nanddump

#1s -1
d--- rwxr - x system sdcard_rw

---- I-Xr - X system sdcard_rw
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Get I/O Channel

1980-01- 06 10:01 LOST.DIR

713750 2011 -12-16 20:47

nanddump



# Is [dev

CIW ------- root
CIW ------- root
CIW ------- root
CIrW ------- root
CIrW ------- root
CIrW ------- root
CrW ------- root
CrW ------- root
CrW ------- root
CrW ------- root
CrW ------- root
cr-- rw----  radio

#./ nanddump -- bb=dumpbad - o

ECC failed: O

ECC corrected: 0

Number of bad blocks: 0

-1/ dev/md td/

root
root
root
root
root
root
root
root
root
root
root

diag

Number of bbt blocks: 0

90,
90,
90,
90,
90,
90,
90,
90,
90,
90,
90,

90,

- f ./mtd0.nanddump /

111980

101980

91980

81980

71980

61980

51980

41980

31980

21980

11980

01980

Block size 131072, page size 2048, OOB size 56

- 01- 06 10:02 mtd5ro

- 01- 06 10:02 mtd5

- 01- 06 10:02 mtd4ro

- 01- 06 10:02 mtd4

- 01- 06 10:02 mtd3ro

- 01- 06 10:02 mtd3

- 01- 06 10:02 mtd2ro

- 01- 06 10:02 mtd2

- 01- 06 10:02 mtdiro

- 01- 06 10:02 mtd1

- 01- 06 10:02 mtdOro

- 01- 06 10:02 mtdO

dev/ mtd/mtd0

Dumping data starting at 0x00000000 and ending at 0x000a0000...
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Dismantle phone
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TCK
TDI
GND

Source: RIFF Box JTAG Manager



Connect Jig & Power
cables




JTAG acquiition: Connect to JTAG
adapter
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Dump flash

{3 JTAG Manager for RIFF Box. Version: 1.36

—

= E—)

@ ITAG Read/Write [& DCC Read/Write | ) Useful Plugins| =, Box Service|

Address: |00100000

Length: 00000038

:«EU Target Reset & Go

Execute Script

Source File:

lyze JTAG Chain

[ 0%

a
onnect & Get ID

|
Lo
N [Qan
L ®c

JTAG TCK Speed:

| 2 MHz &

'® Resurrector Settings

| AsUS &

| Asus P526 &

) Custom Target Settings

Target (Core):

ARMS

0 kB/s
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VS A
JTAG acquisition

Al Grey market hardware/software
A! Finicky

A+ Complete acquisition
A+ No kernel involvement
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Chip off acquisition

A Dismantle phone++

A Identify flash

A Determine solder melting point
| Lead free testing kit

A Remove flash

I Kaptontape thermocouples to monitor temperature
I Controlled heat to chip (BGA IR Rework or Hot Air)
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KA1000015E-BJTT

Rev. 1.0

MCP Memory

137-Ball Fine pitch Ball Grid Array Package (measured in millimeters)
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Source: Samsung KA10000E:H rev 1.0 Datasheet
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post flash chip
removal
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