
Android forensics deep dive 
Acquisition & analysis of Raw NAND 

flash and the YAFFS2 file system 

Dr. Bradley Schatz 
Director, Schatz Forensic 

Adjunct associate professor, Queensland 
University of Technology 

 
SyScan360 ς Beijing 



Background 
 
 



NAND Flash is used pervasively in 
mobile and embedded devices 

ÅMobile phones retain: 

ïWhat they said, 

ïWho they said it to, 

ïWere they said it, 

ïWhat they searched for (what concerns them) 

ïWhere they travelled 

ïWhen they charged 

ïΧ 
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Significant challenges to establishing 
reliable evidence  

ÅGetting the data out intact 
ïDevice and OS diversity 

 

ÅInterpreting the data into usable evidence 
ïDevice and OS diversity 

 

ÅAbsence of scientific rigour from tool vendors 
ïTransparency & independent reproducibility missing to 

date 
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¢ƘŜ !ƴŘǊƻƛŘ ƭŀƴŘǎŎŀǇŜ ƛǎƴΩǘ 
homogenised 

 

ÅBootloader: Redboot, HTC HBoot, Samsung  

ÅFilesystem: YAFFS2, Samsung RFS, EXT4 

ÅFTL: Integrated, MTD, Samsung XSR 

ÅMemory device: Raw NAND flash (xN footprint), 
eMMCΧ 
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Theory of operation 
 
 



An Android Storage Architecture 
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Source: Samsung KA100O015E-BJT rev 1.0 Datasheet 

Flash memory is designed to store 
metadata in addition to each block 



Source: Micron TN-29-19 Flash 101 

The metadata and data may be 
arranged differently in a page 



Pages cannot be individually erased 

Erase block = 64 pages 
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Pages must be written serially to an 
Erase Block 

Page written before those to 
left 
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Pages can only be written a fixed 
number of times 
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Bit errors are anticipated  

MTD 

YAFFS2 

MTD Device 
Specific Driver 

Linux Kernel 

VFS 

FAT 

mmc driver 

Flash 
Controller 

NAND 

MMC Card 

Error 
Correction 

(EEC) 

Block 
Subsystem 

Wear 
Levelling 

©  2013 Schatz Forensic 



MMC Integrates flash controller and 
NAND 
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EEC 
(Handled by MTD 

or Flash Controller) 

YAFFS2 stores metadata in the spare 

User Data 
(2048 bytes) 

Spare 
(64 bytes) 

Packed Tags 

uint sequence 

uint objectId 

uint chunkId 

uint/ushort nBytes 
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YAFFS2 Basics: Simple file write 

Object Header 

ChunkID = 0 

CƛƭŜ bŀƳŜ Ґ άŀέ 

Sequence = 0x1001 

Size = 0 

Data block 1 

ChunkID = 1 

Address = 0x0 

Sequence = 0x1001 

Data block 2 

ChunkID = 2 

Address = 2048 

Sequence = 0x1001 

Object Header 

ChunkID = 0 

CƛƭŜ bŀƳŜ Ґ άŀέ 

Sequence = 0x1001 

Size = 4096 
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Getting the data out 
Acquisition 
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Acquisition principles 

ÅCompleteness 

ÅAccuracy 

ÅRepeatability 

ÅIntegrity 

 

 

©  2013 Schatz Forensic 



Acquisition methods 

ÅLogical: file copy over android debug bridge 

ÅPseudo physical: get root, dump NAND block 
devices 

ÅBootloader 

ÅPhysical 1: JTAG access to flash 

ÅPhysical 2: Chip off 
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Logical 

ÅEnable ADB on phone 

ÅConnect and recursive copy 

 

 

Å- Limited access to files 

Å- No prior versions 

Å- We are trusting the kernel 
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Bootloader approaches 

ÅDisable bootloader security  

ÅRAM load custom boot image 

Å5ǳƳǇ ǳǎƛƴƎ ά[ƛǾŜέ Ramdisk 

 

Å- Wipes most (not all) devices 

Å- Limited coverage 

Å- aŀƛƴǘŜƴŀƴŎŜ ƻŦ άƭƛǾŜέ ramdisks 

 

 

 

 

See: Cannon (2012) Into the Driod, Blackhat 
See: Vidas (2011) Toward a general collection methodology for Android devices, DFRWS  
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Pseudo-physical (nanddump) 

ÅRequires unlocked phone/pin 

ÅRequires root access to device 
ÅRange of exploits to do this 

Å- Exploit validation 

Å- Perception management 

ÅDump MTD devices with nanddump 
Å- MTD is not accurate 

Å- ²Ŝ ǎǘƛƭƭ ŘƻƴΩǘ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ŜƴǘƛǊŜ ŦƭŀǎƘ ŘŜǾƛŎŜ 

Å- ²Ŝ ŀǊŜ ǘǊǳǎǘƛƴƎ ǘƘŜ ǇƘƻƴŜΩǎ ƪŜǊƴŜƭ 
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Pseudo-physical: Exploitation 
<3>[  684.803710] init : untracked pid  3882 exited  
 
<3>[  684.803833] init : untracked pid  3883 exited  
 
<3>[  684.803955] init : untracked pid  3884 exited  
 
<3>[  684.804199] init : untracked pid  3885 exited  
 
<3>[  684.804321] init : untracked pid  630 exited  
 
<6>[  723.455749] [HTC_BATT]RSNSP=67,RARC=6,Vol=3781mV,Current=299mA,Temp=288C(1/10)  
 
<6>[  723.455963] batt: ds2784_notify: 1 6 at 719276978798 (1980 - 01- 06 00:14:06.669006333 UTC)  
 
<6>[  723.462738] batt: batt:power_supply_changed : battery at 719283875771 (1980 - 01- 06 00:14:06.675750718 UTC)  
 
<6>[  783.453399] [HTC_BATT]RSNSP=67,RARC=6,Vol=3781mV,Current=301mA,Temp=288C(1/10)  
 
<6>[  843.457244] [HTC_BATT]RSNSP=67,RARC=7,Vol=3781mV,Current=301mA,Temp=288C(1/10)  
 
<6>[  843.457458] batt: ds2784_notify: 1 7 at 839278474159 (1980 - 01- 06 00:16:06.670501694 UTC)  
 
<6>[  843.464019] batt: batt:power_supply_changed : battery at 839285035439 (1980 - 01- 06 00:16:06.677062974 UTC)  
 
<6>[  903.451873] [HTC_BATT]RSNSP=67,RARC=7,Vol=3781mV,Current=301mA,Temp=290C(1/10)  
 
# cat /pro opc   c/ mtd  
 
dev :    size   erasesize   name 
 
mtd0: 000a0000 00020000 " misc "  
 
mtd1: 00500000 00020000 "recovery"  
 
mtd2: 00280000 00020000 "boot"  
 
mtd3: 0fa00000 00020000 "system"  
 
mtd4: 02800000 00020000 "cache"  
 
mtd5: 093a0000 00020000 " userdata "  

©  2013 Schatz Forensic 



Pseudo-physical: Get I/O  Channel 
# cat /     mount  
 
rootfs  / rootfs  ro  0 0  
 
tmpfs  / dev  tmpfs  rw,mode =755 0 0  
 
devpts  / dev / pts  devpts  rw,mode =600 0 0  
 
proc  / proc  proc  rw  0 0  
 
sysfs  /sys sysfs  rw  0 0  
 
tmpfs  / sqlite_stmt_journals  tmpfs  rw,size =4096k 0 0  
 
none / dev / cpuctl  cgroup  rw,cpu  0 0  
 
/ dev /block/mtdblock3 /system yaffs2 ro  0 0  
 
/ dev /block/mtdblock5 /data yaffs2 rw,nosuid,nodev  0 0  
 
/ dev /block/mtdblock4 /cache yaffs2 rw,nosuid,nodev  0 0  
 
tmpfs  /app - cache tmpfs  rw,size =8192k 0 0  
 
/ dev /block// vold /179:1 / sdcard  vfat  
rw,dirsync,nosuid,nodev,noexec,uid =1000,gid=1015,fmask=0702,dmask=0702,allow_utime=0020,codepage=cp437,iocharset=iso8859 -
1,shortname=mixed,utf8,errors=remount - ro  0 0  
 
# mount - o exec,remount  / dev /block// vold /179:1 / sdcard  
 
# cd /s sdcaard    rd  
# chmod 755 nanddump 
 
# ls  - l  
 
d--- rwxr - x system   sdcard_rw           1980 - 01- 06 10:01 LOST.DIR  
 
---- r - xr - x system   sdcard_rw    713750 2011 - 12- 16 20:47 nanddump 
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Pseudo-physical: Acquire 
# ls  / dev     - l / dev /md td/  
 
crw -------  root     root       90,  11 1980 - 01- 06 10:02 mtd5ro  
 
crw -------  root     root       90,  10 1980 - 01- 06 10:02 mtd5  
 
crw -------  root     root       90,   9 1980 - 01- 06 10:02 mtd4ro  
 
crw -------  root     root       90,   8 1980 - 01- 06 10:02 mtd4  
 
crw -------  root     root       90,   7 1980 - 01- 06 10:02 mtd3ro  
 
crw -------  root     root       90,   6 1980 - 01- 06 10:02 mtd3  
 
crw -------  root     root       90,   5 1980 - 01- 06 10:02 mtd2ro  
 
crw -------  root     root       90,   4 1980 - 01- 06 10:02 mtd2  
 
crw -------  root     root       90,   3 1980 - 01- 06 10:02 mtd1ro  
 
crw -------  root     root       90,   2 1980 - 01- 06 10:02 mtd1  
 
crw -------  root     root       90,   1 1980 - 01- 06 10:02 mtd0ro  
 
cr -- rw ----  radio    diag       90,   0 1980 - 01- 06 10:02 mtd0  
 
# ./ nanddump -- bb=dumpbad - o  - f ./mtd0.nanddump / dev / mtd /mtd0  
 
ECC failed: 0  
 
ECC corrected: 0  
 
Number of bad blocks: 0  
 
Number of bbt  blocks: 0  
 
Block size 131072, page size 2048, OOB size 56  
 
Dumping data starting at 0x00000000 and ending at 0x000a0000...  

¢Ƙƛǎ ŘƻŜǎƴΩǘ 
match our 
theory of 
operation 
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JTAG Acquisition: Dismantle phone 
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JTAG acquisition: Identify JTAG points 

Source: RIFF Box JTAG Manager 



JTAG acquisition: Connect Jig & Power 
cables 
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JTAG acquisition: Connect to JTAG 
adapter  
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JTAG acquisition: Dump flash 

Å Dismantle phone 

Å Find JTAG pins (usually done 
by grey market) 

Å Attach JIG/Solder wires to 
JTAG adapter 

Å Dump flash with software 

Å ! Grey market 
hardware/software 

Å ! Finicky 

Å + Complete acquisition 

Å + No kernel involvement 
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JTAG acquisition 

 

Å! Grey market hardware/software 

Å! Finicky 

 

Å+ Complete acquisition 

Å+ No kernel involvement 
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Chip off acquisition 

ÅDismantle phone++ 

ÅIdentify flash 

ÅDetermine solder melting point 

ïLead free testing kit 

ÅRemove flash 

ïKapton tape thermocouples to monitor temperature 

ïControlled heat to chip (BGA IR Rework or Hot Air) 
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Source: Samsung KA100O015E-BJT rev 1.0 Datasheet 



Chip off acquisition: post flash chip 
removal 
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