
Cultural and Localized 

Issues Impacting Security 

Paul Craig ï Syscan 360 

 

 

 



ÁHello my name is Paul Craig 

ÁRegional Technical Director for SA.COM Asia 

ÁBased in Singapore. 

 

ÁñMy team and I break into the strongest banks in Asia, daily.ò 

 

 

ÁMy career has given me a unique perspective on Security 

Á I see the best and worst of the Financial Services Industry in Asia 

ÁFortune 50ôs /  Startups / Multi-national Banks / Wealth Funds / 

Insurance / Telecommunications / Government  

 

ÁYour bank! 

 



ÁI had a Questioné 

ñIts 2013, globally we invest heavily in Security and IT Risk; yet my 

team can hack a multi-national Asian bank within a day.ò 

 

 

 

 
 

 

 

Why? 

ÁA bank that is compliant to regulations and practices. 

ÁWith a security budget of 300k-500k USD p/a 

ÁAsia is the most technologically advanced part of the world. 

 

 



ÁCulture and Security ï Working in Asia 

ÁHow a business functions is often a result of cultural influence. 

ÁThis can be both positive and negative. 

ÁVery visible in Asia where culture has a large influence on business. 

ÁBusiness impacts security. 

 

 

Á IT security is all about people - not technology. 

ÁA decision made by one person can impact everything. 

ÁThat person will be influenced by a variety of factors: 

ÁCulture, Business Politics, Religion, Policy and Regulations. 

 



Á I need an answer to my question: 

ÁWhy is the security stance of Asian companies so different when 

compared to other parts of the world ? 

ÁWhat are these differences and how does that impact an organisations 

security? 

ÁThe common problems associated with security in Asian organisations 

 

Today I will share my experiences dealing with Asian Banks. 

Real clients. Real problems. 

 

 



Á In my career I am the bearer of bad news. 

ÁBoardroom is full: Directors of Risk, Audit, Security, CSO, CIO. 

ÁI have to say that most of the IT staff and vendors are at fault. 

ÁMost of the people in the room are to blame. 

ÁThatôs ok though ï everyone makes mistakes. 

 

ÁóSaving Faceô -  

Á In Asia failing is NOT ok. 

ÁñMen canôt live without face, trees canôt live without bark.ò 

ÁChina, Indonesia, Singapore, Hong Kong, Japan, Thailand, Korea. 

 

Á I have to be honest, and the bank will loose face. 
 

 

 

 



ÁSingaporean Bank ï Hostile Situation 

ÁNo one wanted to accept the facts. 

ÁSlow, painful - argument. 

ÁñThis is not a findingò 
 

 

 

Á In security knowing your weakness is a good thing 

ÁFirst question asked:  ñWhy did it happen? Who's to blame.ò 

ÁNo one asked the question: ñWhy did we not know about this previously?ò 
 

 

 

ÁWestern companies treat failure differently. 

ÁñIt's fine to celebrate success but it is more important to heed the 

lessons of failure.ò - Bill Gates  

 

 



ÁSavings Face on a Global Scale ? 

ÁOut of the Top #20 strongest Asian Banks in the world, 87% are located 

in countries that do not have mandatory breach disclosure laws. 

ÁYou will never know if your information was stolen. 

ÁThese are in predominately Chinese countries (HK/CN/SG) 

 

 

 

Rating Bank Name / Country 

#20 Bank of Communications (China) 

#18 ICBC Industrial & Commercial Bank of China (China) 

#13 MayBank - Malayan Banking (Malaysia) 

#12 China Construction Bank (China) 

#10 Hang Seng Bank (Hong Kong) 

#6 United Overseas Bank (Singapore) 

#5 DBS Group Holdings (Singapore) 

#2 Oversea-Chinese Banking (Singapore) 



ÁWhy? 

ÁSingapore is set to top Switzerland as the worlds banking capital in 2015. 

ÁHong Kong has 71% of the top 100 banks in the world. 

ÁYet neither has any obligation to report an intrusion to their customers. 
 

ÁCustomers would lose confidence in the banking brand ? 

ÁThe country would loose face in an international standing ? 

Á Consumers would panic ? 
 

ÁMandatory breach disclosure is common place worldwide: 

ÁAustria, Germany, Norway, Spain, Netherlands, Denmark, Ireland, 

Italy, UK, Mexico, UAE, USA, NZ, Australia, Canada, Taiwan, Japan, 

Korea. 

ÁExpanding European regulations. 



ÁThe downside of not disclosing information. 

ÁWestern media is full of ñHackedò stories. 

ÁñThe headline figure shows that 90% of American companies suffered a 

computer hack in the past 12 months.ò 

ÁñEvery major company in the U.S. has been hackedò 
 

 

ÁConstant media coverage raises awareness. 

ÁñWe will get hacked! IT security is a priority.ò 
 

 

ÁAsian companies seem to be the opposite 

ÁñNo one hacks Singaporean companies, so what's the risk?ò 

ÁñBanks here donôt get compromisedò (Hong Kong) 

ÁñWe are safeò (Singapore) 



ÁThe Truth: Banks world-wide get hacked. 

ÁMeet John Dilinger - the worlds first serial bank robber. 

ÁHis gang robbed two dozen banks and four police stations in the 

1920ôs. 

ÁHe pointed a shotgun at the teller and demanded money. 
 

ÁA reporter asked him after he was caught 

ÁñJohn, Why did you rob banks?ò 

 

ÁHe replied 

ÁñThatôs where the money is kept.ò 
 

 

ÁThe Risk is Real ï Yet out of sight in Asia. 

ÁOut of Sight ï Out of Mind. 



ÁNever Challenge Authority 

ÁMy first learning of Asian culture was to never challenge your manager. 

ÁEven if your right, your manager is more right. 
 

 

Á I recently worked for the fastest growing bank in Indonesia 

ÁI met the head of IT Security and Policy 

ÁHe had well written documents for Host Hardening, Network 

Architecture & Design, Application Design, ISO 20071. 

 

Á I met with the IT Operations Team 

ÁñHave you read the policy documents ?ò ï ñYes, they are big.ò  

ÁñSo, did you follow them?ò  - ñNo.ò 

ÁñWhy not?ò ï ñIf we follow the policy, our environment breaks.ò 

 

 

 



ÁWhy ? 

ÁñWhy didnôt you tell the Head of IT Security that the policy breaks your 

environment? 

     You could change the policy, so it worksò 

ÁñI cannot give feedback to him - he is more senior than me.ò 

 

Á It is OK to ignore the policy ï NOT OK to challenge it. 

ÁCultural impact on one staff member damaged the entire bank. 

 

 

 

 

 



ÁBenchmarks and Metrics 

ÁAsian culture likes to use benchmarks for performance metrics. 

ÁAn A on a report card = You did well 

ÁNumber of overtime hours you work = Good Employee 

Á100% Uptime of servers = Youôre a good Sys-Admin 

 

ÁSecurity Managers are often also bench-marked. 

ÁOften on the number of findings found during a penetration test. 

ÁZero critical findings = They are doing a good job. 

ÁTen critical findings = They are doing a bad job. 

 

ÁThese metrics directly impact promotion and bonus. 

 

 

 



ÁPenetration Test of a Regional Bank 

ÁSeveral high risk issues 

ÁSecurity manager is unhappy, very. 

 

ÁñThis is not an issue!ò 

ÁñYes it is.. We stole your credit cards, see?ò 
 

 

ÁFirst, a bribe was offered to remove the finding òmore work will comeò 

ÁPolitely refused. 
 

 

 

ÁThen we were threatened professionally ñNever work here againò 

ÁWe stood up, smiled and left.. 

 



ÁTwo weeks later we met again. 

ÁHe apologised for our last meeting. 

ÁñHigh risk findings mean I donôt get any bonus.. Its 30%ò 

 

 

ÁThe bank was incentivising (in) security 

Á óThe road to hell is paved with good intentionsô 

 

 

Á It is not uncommon to hear a client say 

ñWe want to pass a security reviewò 

ÁYou should want to FAIL a security review. 



ÁRisk Aversion 

ÁAsian culture (Chinese in particular) is risk adverse. 

ÁThis can be seen in business, and in security. 

 

Á I wanted to know why. 

ÁSo I asked a Chinese Colleague at Dimension Data 

 

ÁñWhy are Chinese adverse to risk?ò 

ÁñPaul, risk can lead to failure. Which is badò 

 

ÁñChinese love to gamble though, thatôs a risk..ò 

ÁñRisk is good if there is a pile of money hahaha.ò 

 

 

 



ÁHow Risk Aversion Impacts Technology 
 

 

 

ÁCotton 

ÁTime to Change What to Sow:  

ÁRisk Preferences and Technology Adoption Decisions of Cotton 

Farmers in China  - Elaine Meichen Liu - May, 2008  

 

 

ÁóBt cotton does not require a large, lump sum investment (at most, the 

equivalent of five to ten days of rural wages).ô 

ÁóDespite the profits promised by new technologies, the adoption of new 

innovations is often slow and even incomplete.ô 

ÁóI find that aversion to risk and fear of loss are indeed deterrents to 

technological advancementô 



ÁWhat does cotton have to do with security? 

ÁRisk aversion impacts technology adoption and spending 

ÁSecurity has zero Return on Investment. 

ÁStrong security is not cheap. 

ÁLarge cost, zero return. 
 

ÁAsian organisations often will not invest in security. 

ÁSecurity in Asia is a commodity and purely price driven. 
 

ÁGovernment Tenders. 

ÁñPublic RFP, we accept the cheapest security providerò 

ÁQuality is not considered. 

 

Security is about people ï not technology. 

 

 



ÁRegulations and Compliance 

 

ÁSingapore, Hong Kong and China each implement banking regulations 

for IT Risk. 

ÁThese are governed by central banking authorities 

ÁHong Kong Monetary Authority (HKMA) 

ÁMonetary Authority of Singapore (MAS) 

ÁChina Banking Regulatory Banking Commission (CBRBC) 

 

ÁThese regulations dictate how Financial Intuitions implements security 

ÁProvides an overview of how security is applied within a country. 



Á If Your Following HKMA ï Your Risk is Outdated. 

ÁñInformation security is one of the key focuses of the HKMA.ò 

 

ÁHKMA Last Updated é. 

 

 

 

 

ÁHKMA technology recommendations are between 11-13 years old. 

ÁHow much has security changed in the last 10 years? 

ÁCloud? Mobile? 

 

Á If your following MAS IBTRM your Up-To-Date 



ÁVague 

ÁBoth HKMA and IBTRM are vague ï interpreted by the reader. 

ÁñWe need penetration testing, not too sure what that means thoughò 

 

 

 

 

 

 

 
ñWe only need 1 day of source code reviewò 

ñBut the application is large, its going to take 5 daysò 

ñWe only need to use óa combinationô of source code reviewò  

 


