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A Hello my name is Paul Craig
A Regional Technical Director for SA.COM Asia
A Based in Singapore.

Ve

AiMy team and | break into the stro

A My career has given me a unique perspective on Security

A | see the best and worst of the Financial Services Industry in Asia

A Fortune506s |/ S t -npationall Pasks /Wealth Funhds /
Insurance / Telecommunications / Government

A Your bank!
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Al had a Questioné q

N |1 2013, globally we invest heavily in Security and IT Risk; yet my
team can hack a multi-national Asian bankwi t hi n a day. o

Why?
A A bank that is compliant to regulations and practices.
A With a security budget of 300k-500k USD p/a

A Asia is the most technologically advanced part of the world.
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A Culture and Security i Working in Asia
A How a business functions is often a result of cultural influe
A This can be both positive and negative.
A Very visible in Asia where culture has a large influence on business.
A Business impacts security.

A IT security is all about people - not technology.
A A decision made by one person can impact everything.
A That person will be influenced by a variety of factors:
A Culture, Business Politics, Religion, Policy and Regulations.
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A | need an answer to my question:

A Why is the security stance of Asian companies so diff
compared to other parts of the world ?

A What are these differences and how does that impact an organisations
security?

A The common problems associated with security in Asian organisations

Today | will share my experiences dealing with Asian Banks.
Real clients. Real problems.
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A In my career | am the bearer of bad news.
A Boardroom is full: Directors of Risk, Audit, Security, CS
A1 have to say that most of the IT staff and vendors are at fault.
A Most of the people in the room are to blame.
AThat 6 s oikeverybne makés mistakes.

AbSavFage 0
A In Asia failing is NOT ok.
AfMMen canot | ive without face, trees
A China, Indonesia, Singapore, Hong Kong, Japan, Thailand, Korea.

A | have to be honest, and the bank will loose face.
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A No one wanted to accept the facts.
A Slow, painful - argument.
AAThis is not a findingbo

A Singaporean Bank i Hostile Situation ‘

A In security knowing your weakness is a good thing
A First question asked: fi Whdyd it happen? Who'stob | a me . 0
A No one asked the question: i Why di d we not know &

A Western companies treat failure differently.
Afi | fine ts celebrate success but it is more important to heed the
lessons of f a i | -uBill @ates
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A Savings Face on a Global Scale ?

A Out of the Top #20 strongest Asian Banks in the world, 87% are located
In countries that do not have mandatory breach disclosure laws.

A You will never know if your information was stolen.
A These are in predominately Chinese countries (HK/CN/SG)

Rating Bank Name / Country

Bank of Communications (China)

ICBC Industrial & Commercial Bank of China (China)

MayBank - Malayan Banking (Malaysia)

China Construction Bank (China)
Hang Seng Bank (Hong Kong)
United Overseas Bank (Singapore)

DBS Group Holdings (Singapore)

Oversea-Chinese Banking (Singapore) dimension
data
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A Why?
A Singapore is set to top Switzerland as the worlds banking capital in 2015.
A Hong Kong has 71% of the top 100 banks in the world.
A Yet neither has any obligation to report an intrusion to their customers.

A Customers would lose confidence in the banking brand ?
A The country would loose face in an international standing ?
A Consumers would panic ?

A Mandatory breach disclosure is common place worldwide:

A Austria, Germany, Norway, Spain, Netherlands, Denmark, Ireland,
Italy, UK, Mexico, UAE, USA, NZ, Australia, Canada, Taiwan, Japan,
Korea.

A Expanding European regulations.
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A The downside of not disclosing information:

AWestern media is full of 0

A fiThe headline figure shows that 90% of American companies suffered a
computer hackinthe past12mont hs. o

A fi E v enajor company in the U.S. hasbeenh ac k e d 0

A Constant media coverage raises awareness.
AfiwWe will get hacked! 1T se

A Asian companies seem to be the opposite
AfiNo one hacks Singaporean compani e

Ve

AAnBanks here dondot get compromi sedo
A i We ar gSingandred o

N

A
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A The Truth: Banks world-wide get hacked.

A Meet John Dilinger - the worlds first serial bank robber.

A His gang robbed two dozen banks and four police stations in the
19200s

A He pointed a shotgun at the teller and demanded money.

A A reporter asked him after he was caught
AfiJohn ., ddyghmwbbanks?0

A He replied
AfiThat 6s wher & etpte Omone

A The Risk is Real i Yet out of sight in Asia.

A Out of Sight i Out of Mind.
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A Never Challenge Authority
A My first learning of Asian culture was to never challenge your man
A Even if your right, your manager is more right.

A | recently worked for the fastest growing bank in Indonesia
A | met the head of IT Security and Policy

A He had well written documents for Host Hardening, Network
Architecture & Design, Application Design, ISO 20071.

A | met with the IT Operations Team
AfiHave you read t heiifp¥étdexayebid.ooc u me r
Afi So,yodfiadl | ow -fiiNem®d o
AAfWhy 1dét ? o wethefpdidy,loorenvironmentbr eaks . 0
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A Why ?
AMWhy di dtelthe Hgad af IT Security that the policy br
environment?
You could change the policy, so it
A fi ¢annot give feedback to him - he is more senior than me.o

A It is OK to ignore the policy i NOT OK to challenge it.
A Cultural impact on one staff member damaged the entire bank.
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A Benchmarks and Metrics
A Asian culture likes to use benchmarks for performance metrics.
A An A on a report card = You did well
A Number of overtime hours you work = Good Employee
A 100% Uptime of servers= Youodr e aAdngmod Sys

A Security Managers are often also bench-marked.

A Often on the number of findings found during a penetration test.
A Zero critical findings = They are doing a good job.
A Ten critical findings = They are doing a bad job.

A These metrics directly impact promotion and bonus.
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A Penetration Test of a Regional Bank
A Several high risk issues
A Security manager is unhappy, very.

AAThis Iis not an issuel! o
AARYes it is.. We stole

A First, abribewasof f ered t o removwewot kewifl hd
A Politely refused.

A Then we were threatenedpr of essi onal ly fANever
A We stood up, smiled and left..
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A Two weeks later we met again.
A He apologised for our last meeting.
AfiHi gh risk findings mean | dondét g

A The bank was incentivising (in) security
A @he road to hell is paved

A It is not uncommon to hear a client say
N Wevant to pass a security reviewo
A You should want to FAIL a security review.
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A Risk Aversion
A Asian culture (Chinese in particular) is risk adverse.
A This can be seen in business, and in security.

A | wanted to know why.
A So | asked a Chinese Colleague at Dimension Data

AAiWhy are Chinese advers

AfiPaul , risk can |l ead to failure.
AfiChi nese | ove to gambl@ though, t
AARRi sk is good i f thahataed i s a pil e
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A How Risk Aversion Impacts Technology

A Cotton
A Time to Change What to Sow:

A Risk Preferences and Technology Adoption Decisions of Cotton
Farmers in China - Elaine Meichen Liu - May, 2008

A @t cotton does not require a large, lump sum investment (at most, the
equi valent of five to ten days of rur a

Ab6Despite the profits promised by new t
|l nnovations I s often slow and even I nc

A ol find t hat a Vv e rlgss avenndeéed deterrestkto and f ear
technologicaladvancement 0
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A What does cotton have to do with security?
A Risk aversion impacts technology adoption and spending
A Security has zero Return on Investment.
A Strong security is not cheap.
A Large cost, zero return.

A Asian organisations often will not invest in security.
A Security in Asia is a commodity and purely price driven.

A Government Tenders.
AfiPubl i c RFP, we accept the cheapc¢
A Quality is not considered.

Security is about people i not technology.
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A Regulations and Compliance

A Singapore, Hong Kong and China each implement banking regulat
for IT Risk.

A These are governed by central banking authorities
A Hong Kong Monetary Authority (HKMA)
A Monetary Authority of Singapore (MAS)
A China Banking Regulatory Banking Commission (CBRBC)

A These regulations dictate how Financial Intuitions implements security

A Provides an overview of how security is applied within a country.
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A If Your Following HKMA i Your Risk is O
A finformation security is one of the key focuses

AHKMA Last Upd
QOur Ref - B9/29C

6 July 2000

A HKMA technology recommendations are between 11-13 years old.
A How much has security changed in the last 10 years?
A Cloud? Mobile?

A If your following MAS IBTRM your Up-To-Date
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A Vague
A Both HKMA and IBTRM are vague i interpreted by the reader.
AfiwWe need penetration testing, not

TR R e W T T TR W W W :v'-'----v—-vs--' R WO e W e

Perform apphcatnon security review using a
combination of source code review, stress

loading and exception testing to identify insecure
coding techniques and systems vulnerabilities.

We only need 1 day of source co
But the application I s | arge, i
We only need to use 06a combinat

i ? B ) R 1
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