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User Account Protection (UAP)
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User Account Protection (UAP)

· ᶏ standard user account 
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Mandatory Integrity Control (MIC) 

ü ҩ ῃ ѿҩintegrity level 

üLow ILҌ Һꜚ high IL ֜ԑ

·CreateRemoteThread

·SetThreadContext

·WriteProcessMemory

ü RPC/LPCȁPIPE ᴏ Ḥ
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Mandatory Integrity Control (MIC) 
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UI Privilege Isolation (UIPI) 

LOW
Integrity

SendMessage
PostMessage

SetWindowsH
ookEx

SetWinEventH
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UI Privilege Isolation (UIPI) 

·TokenUIAccess

· ҩtoken ץ UIPI └

·Һ ԍwindows ꜛⱳ
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SERVICE ISOLATION

ü Ⱶ ᴪ

üIsolated Session 0



© 2011 Vulnhunt, Inc. All rights reserved. 

Agenda

Win7 ῃ

Uac

Bypass Uac

UAC ῀

ᴋ̙UAC ѿ ̙



© 2011 Vulnhunt, Inc. All rights reserved. 

UAC

·User Access Control
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UAC

·RPC/LPC   svhost.exe appinfo.dll
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UAC 

test.exe
LPC Svchost.exe

Appinfo.dll

cmdline

Consent.exe

₮UAC

CreateProces
sAsUser

ower
Test.exe
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╨

·

ü Windows №Program Files
· Program Files ̔

· Windows Defender
· Windows Journal
· Windows Media Player

üWindows
ü "Debug\ \ "
ü "PCHealth\ \ "
ü "Registration\ \ "
ü "System32\ \ com\ \ "
ü "System32\ \FxsTmp\ \ "
ü "System32\ \Microsoft \ \ "
ü "System32\ \Spool\ \ "
ü "System32\ \Tasks\ \ "
ü "Tasks\ \ "
ü "Temp\ \ "
ü "Tracing\ \ "
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UAC

·UAC ῃ

·\ ??\C:\Program Files\

·\ ??\C:\Windows\
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UAC

·EXE

üActCtx autoElevate(manifest xml)

üAutoApprovalEXE list

ü (Verified) Microsoft Windows
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Code Inject Bypass UAC

· ҉ ᴰ ӄ code inject bypass uac

·Exploit: com object 

· ῀⌠explorer ⇔ IFileOperation object ̆
ᴋ ᴆ⌠
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Code Inject Bypass UAC

· ̔

·Everyone knows

·Code inject ҹ ԍ
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Wusa.exe Bypass UAC

·Wusa.exe׆windows vista
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Wusa.exe Bypass UAC


