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User Account Protection (UAP)
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‘User Account Protection (UAP)

a_ Standard user account
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Mandatory Inte\grity Control (MIC)

U @ n W @ integrity level
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. CreateRemoteThread
. SetThreadContext
- WriteProcessMemory
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Mandatory Integrity Control (MIC)

Integrity

Access Level

High

Medium

Svstem Privileges

Admuinistrative (can install files to the
Program Files folder and write to
sensitive registry areas like

HKEY LOCAL MACHINE)

User (can create and modify files in the
user's Documents folder and write to
user-specific areas of the registry. such as
HKEY CURRENT USER)

Low

Untrusted (can only write to low integrity
locations. such as the Temporary

Internet Files\Low folder or the
HEKEY CURRENT USER\Software\LowRe

gistry key)



/ Ul Privilege Isolation (UIPI)
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Ul Privilege Isolation (UIPI)

. TokenUIAccess
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UAC

. User Access Control
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UAC

- RPC/LPC svhost.exe appinfo.dll

© .text:6ECS2EAS
© .text:6ECS2ERAY
" .text:6ECS2EAR
© .text:6ECS2EAA
© .text:6ECS2EAF
© .text:6ECS2EBR2
© .text:6ECS2ERS
* .text:6ECS2ERB
© .text:6ECS2EBE

J -tE B L AT ETETS T wwrwr

~ te -teXtI6EC513C8
. pg -teXtI6EC513C8
. pg -teXtI6EC513C8
. pg -teXtI6EC513CC
. gg -text:6EC513DO
. _te -text6EC513D4

' _text:6ECS2EDB
© .text:I6ECS2EEA1
© .text:6ECS2EE2
" .text:I6ECS2EEY
© .text:6ECS2EER
© .text:6ECS2EER
* .text:6ECS2EER
© .text:6ECS2EEC
© .text:6ECS2EF2

E{1] d
push
push
push
mowv
mowv
call
mowv
cmp

ebx, ebx

ebx ; SecurityDescriptor
anh ; MaxCalls

offset Protseq ; "‘ncalrpc®

[ebp+var_ 4], ebx

[ebp+BindingVUector], eb=

ds: _ imp_RpcServerUseProtseqW@12 ; RpcServerUseProtseqU(x,=,=)
[ebp+var_ 8], eax

eax, ebx

Py v uGpLTRT T

appinfo_ServerRoutineTable dd offset RaAiLaunchAdminProcess@52

: DATA XREF: .text:6EC51688|0
: RAiLaunchAdminProcess(®, B, X, t N X sl sl KoK oKX %]

dd offset RAiProcessRunOnce@12 ; RAiProcessRunOnce{x,x,%)
dd offset RAiLogonWithSmartCardCredsE16 ; RAilLogonWithSmartCardCreds(x,2,%,5)
dd DFFSEt HHlﬂuErr1dEDESHtupPrumptPullcyEu ;: RAiOverrideDesktopPromptPolicy(x)

"mou
push
mowv
push
push
push
push
push
call

951 "ds: 1mp HpcSeruerHeglsterIFExEEH ; RpcServerReqisterIfER{®,®,% % ,%,%)
ebx ; IfCallback

edi, 4D2h

edi : MaxCalls
2%9h ; Flags

ehx ; MgrEpu

ebx ; MgrTypelUuid

_appinfo v1 8 s ifspec ; IfSpec
esi ; RpcServerReqisterIfEx{x,x,%,%,%,%x) ; RpcServerRegisterIfEx{=, = ,x,%, %, %)




Svchost.exe CreateProces
test.exe Appinfo.dll sAsUser
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Test.exe

Consent.exe




( Windows
Program Files ;
Windows Defender
Windows Journal
Windows Media Player

i Windows \
"Debug\\"

"PCHealth\\"
"Registration\\"
"System32\com\\"
"System32\FxsTmp\"
"System32\ Microsoft\\"
"System32\Spooh\"
"System32\ Tasks\"

i
i
i
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-
.
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:

NeProgram Files



\

UAC

. UAC 0 n
- \?AC\Program Files
- \?22C\Windows\




EXE

UAC

0 ActCtx autoElevate(manifest xmil)
0 AutoApprovalEXE list

-data:-&GECSBASL

unsigned short const = = g lpAutofpproveEREList

.data:6ECSEBSL ?g 1pAutofpproveEXEListEEIPAPBGA dd offset aCttunesvr _exe

-.data:-&GECSBASL
-.data:-&GECSBASL
-.data:-6ECSBALSE
-data:-6ECSBBLC
-.data:-4ECSBB6E
-data:-&GECSBB6L
-.data:-6ECSBAAGE
-data:-6ECSBBAC
-.data:-&GECSBEB78
-.data:-&GECSBA7/L
-.data:-6ECSBA7E
-.data:-&6ECSBAY7C
-.data:-:4ECSBB88

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

; DATA XREF: AipIsAutofpprovalEXE(
; "'cttunesur _exe'
alnetmgr_exe ; "inetmgr.exe"
alnfdefaultinst ; "infdefaultinstall.exe"
aMigsetup_exe ; "migsetup.exe’

3
aMigwiz_exe ; "miguiz.exe"
abimc_exe ; 'mmc.exe®
allobe_exe ; "'oobe_exe"

aPkgmgr_exe ; "pkgngr .exe’
aProvisionshare ; "provisionshare.exe"
aProvisionstora ; "provisionstorage._exe”
aSpinstall exe ; "'spinstall_exe”
allinsat_exe ; "winsat.exe"
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Bypass UAC

D ¥ code inject bypassuac

Code Injec

- Exploit: 1 com object

[ explorer - |FileOperation object”
K p |

Codelnjection

Cryptbase.dll ~ System32
Explorer.exe (Evil) \sysprep .\
: _ ...

IfileOperation

Copy ..~ Save




Code Inje\ct Bypass UAC

- Everyone knows
. Code inject A 4 G

My 36028
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BEFIEEHTORERIE , EiNbHIE

LAMEFIEEETREERET A  FUEEERREEERET  ASEZSLUT®
BEECHESTA. MEEMARER | HSiELE.

MFER me C:"-.,Users_\l]esl-ctnp‘-.,Win?ElevateBE.exe

BiFx : C\Windows\explorer.exe
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Wusa.exe Bypass UAC

- Wusa.exert windows vista
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Yindows Update B3 FTHEIERE
gl iz
WiEMEE 61780117514
Fﬁ@.ﬁ’a Microzoft® Windows® Operating System
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Wusa.exe Bypass UAC




