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LoRa the Explorer

1. What Is LoRa / LoRaWAN?
2. LoRaWAN Security Features

3. How to test LoORa systems
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+ Me

+ Security Consultant / Researcher @ MWR UK
+ Android Security

+ Head of OT Security practice
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+ Protocols In use by Iindustry

+ Assumptions:
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+ Protocols INn use by Industry

+ Reality:
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+ LPWANOLow Power Wide Area Network

+ Low Power (for end nodes)

+ Range of many kilometres

+ Low Dbit rate

+ Possible using clever modulation

+ Cheap!
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+ LPWANOWNhat is it good for?

+ Infrastructure
+ Smart City

+ Logistics
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+ Main LPWAN modulation technologies

+ UNB
+ NarrowBand (cellular) (NB - 10T /NB- CioT /LTE - |loT )

+ LoRa
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+ Main LPWAN modulation technologies
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+ Main LPWAN semiconductor groups
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+ Main LPWAN Telcos
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+ Why research LoRaWAR

+ Open source specification
+ Already being rolled out in multiple countries

+ Planning to be used for a number of purposes:

+ Railway level crossings
+ Burglar alarms

+ Monitoring Industrial Control Systems (ICS)
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+ Current LoRaWANsecurity information?

From sales staff:
olt uses AES128bit encryptio

Or from the official Spec:

https://  www.lora - alliance.org
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+ Questions from clients?

0l s it safe enough to use for $SOLUT

OWhiI ch of t hhese two LoRa vendors 1| s
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+ Research Goals

1. To find whether it Is possible to use LoRaWAN

securely

2. To identify key security controls that must be In

place

3. To produce a list of tests that can assess these

controls in a LoRaWAN system
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Review Specification

Produce Tools to Fill the Gap



