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OLD SKEWL HACKING:
DVB-T BLACK BUTTON PIVOT

Thanks to Mike Ossman and Dominic Spill for
the HackRF hardware!

https://greatscottgadgets.com/

Just to really show my appreciation, here's
what I'm doing with my new toy...
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+ TV Hacking
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+ TV Hacking

~ |In hotels via Infra -Red
+ Free Pay Per View

s Other in -room services
~ Mini Bar
~ Checkout
~ Telephone bills/logs
~ Wakeup Alarm

+ Hotel Mmanagement servers
~ Billing
~ Info screens

Why?
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Why?

+ TV Hacking
~ |In hotels via Infra -Red

~ At home via Satellite

+ Free Pay Per View
~ Intercept feed signal from live events

» Find hidden/interesting streams
s Data as well as Audio / Video
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Why?

+ TV Hacking
~ |In hotels via Infra -Red

~ At home via Satellite

~ Athome viaDVB -T

+ Free Pay Per View
~E| sdvv Suhpl xp Udwh skrgh oxqorfnb

+ MHEG adopted as national standard




Why?

From Wikipedia:

v PKHJI5 or ISO/NEC 13522 -5,[1] Is part of a set of

International stanaards relating to the presentation

of multimedia information, standardised by the

Multimedia and Hypermedia Experts Group (MHEG).

It Is most commonly used as a language to describe

[ gwhudf wl yh whohyl! virg vhuyl! f hvI



Why?
ALL (compliant) UK TVs are vulnerable to
MHEG attacks...

http://dtg.org.uk/publications/dbook.htmi



Why?

MHEG-5 IS Class Hierarchy
{(ISOAEC 13522-5)

Ingredient
[ Application | [ Scene | | Link | | Program | | Palette | | Presentable | | Variable | [ Font | [ CursorShape
|  RemoteProgram | | BooleanVariable |
|  ResidentProgram | |  IntegerVariable |
| InterchangedProgram | | OctetStringVariable |
[ ObijectRefVariable |
[ TokenManager | [ ContentRefVariable |
| TokenGroup | [ Visible | [Audioe®
nteractible ext itmap ideo raphics ineArt
| ibl T Bit Vid TGraphi LineA
HyperText |-
EntryField [__Rectangle |
_ [ DynamicLineArt |

.
"\ [PushButton | - [ SwitchButton |




DEF CON talk: Porn Free!

s https://www.youtube.com/watch?v=1RPmpJi3VRM
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What's going on?

s Pornographer broadcasts blank video & audio streams in
PES 1 & 2 (advertised in the PID/PAT etc.)

PES 1 (video) /™ Program TS

PES 2 (audio) —m X (a)
> 51
=
= TS 2 -
> |>ystem
pMT —=—" |2 TS
PAT f
— -
Header Payload /
A (b)

B \¥4
Adaptation Field Transport Packet, 188 bytes



What's going on?

:+ MHEG loads and streams PES 3 & 4 only after validation /
payment.

PES 1 (video) _e{™__ Program TS
PES 2 (audio) — \ (a)
PES 3 (video) | & 15 1 -
PES 4 (audio) —m = TS 2
PES 5 (MHEG —m > | System
pMT —=—" =TS
FAT f‘/‘_’
—=
Header Payload /
P (b)

v
Adaptation Field Transport Packet, 188 bytes



Capturing the MHEG

» Standard DVB -T dongle

+ rb-download
~ http://redbutton.sourceforge.net/



http://redbutton.sourceforge.net/

What's there?

s Images
s Certs

:+ 'binary executable’
~ ASN.1
~ Effectively source code



Data structure

addy@blap:rbS tree services/
services/
14576 . .[fcarousels/6648/200/srg-0-30303030

15232 . .[fcarousels/6648/200/srg-0-30303030
. .fcarousels/7201/1/srg-92-01
4544 . . fcarousels/7201/1/srg-92-01




Data structure

dir-6-30303235
a ->../..[/..]..[carousels/6648/200/fi1-6-30303130
absolute.png -> ../../../../carousels/6648/200/f11-15-30303569
absolute.txt -> ../../../../carousels/6648/200/f11-6-30303073
adult.txt -> ../ ./carousels/6648/200/fi1-6-30303564

oS/
blank.txt -> ../../../../carousels/6648/200/fi11-6-30303464

capital.png -> ../../../../carousels/6648/200/f11-15-30303376
capital.txt -> ../../../..[/carousels/6648/200/f11-6-30303164
cbsdrama.png -> ../../../../carousels/6648/200/f11-15-30303564a
cbsdrama.txt -> ../../../../carousels/6648/200/f11-6-30303631

citv.png -> ../../../../carousels/6648/200/f11-15-30303270

citv.txt -> ../../../../carousels/6648/200/f11-6-30303036

heart.png -> ../../../../carousels/6648/200/fi11-15-30303576

heart.txt -> ../../../../carousels/6648/200/fi1-6-3030336f
hudatv_controller.txt -> ../../../../carousels/6648/200/fi1-6-3030346a
hudatv_icstatuso.txt -> ../../../../carousels/6648/200/fi1-6-30303063




Data structure

srg-98-01
a -> ../../../]..[carousels/7201/1/f11-26-07
auth.cert.1 -> ../../../../carousels/7201/1/fil1-26-08
auth.servers -> ../../../../carousels/7201/1/f11-26-0c
auth.tls.1 -> ../../../../carousels/7201/1/f11-26-09
auth.tls.2 - ../../../../carousels/7201/1/f11-26-0a
auth.tls.3 -> ../../../../carousels/7201/1/f11-26-6b
b -> ../..[/../..[carousels/7201/1/dir-26-01
boot_state.flg - ../../../../carousels/7201/1/f11-93-02
c -> .of.ef..[]..[carousels/7201/1/dir-23-01

d > ../..[]..[]..[carousels/7201/1/dir-55-01

el -> ..f/..[..[/..[carousels/7201/1/dir-26-05

e2 -> ..f..[..[]..[/carousels/7201/1/dir-26-06

e3 -> ..f..[..[/]..[carousels/7201/1/dir-38-01
enh_gateway.mhg -> ../../../../carousels/7201/1/f11-44-01
g -> .ofe.f..]..[carousels/7201/1/dir-26-04

r -> ..f..[]..[]..[carousels/7201/1/dir-26-03

radio -> ../..[/../..[fcarousels/7201/1/dir-2-01

s -> ..f..[..[..[carousels/7201/1/dir-26-02
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00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0
000000c0
000000d0
000000e0

00000100
00000110
00000120
00000130
00000140
00000150
00000160

Certificates

00010003c0308203 bc 308202a4a00302 |.....0...0......|
01020208 0e 65 1ad2 b3e523c7300d0609 |....e....£0...|

2a 86 48 86 f7 0d 01 01 05050030819e310b |*H........0..1.|
300906035504 0613 0247 42 310f300d06 |0...U....GB1.0..|

03 55 04 07 Oc 06 4c 6f 6e 64 6f 6e 31 29 30 27 |.U....London1)0|

06 035504 0a0c 2042 7269 74 69 73 68 20 42 |..U... British B|
72661 6463617374 69 6e6720436f7270 | roadcasting Corp|
6f 72 61 74 69 6f 6e 31 17 30 15 06 03 55 04 Ob |orationl.0...U..]|

Oc Oe 46 4d 54 20 47 72 65 65 6e 68 6f 75 73 65 |..FMT Greenhouse|
313a303806 035504 030c 314242432047 |1:08..U...1BBC G|

72 65 65 6e 68 6f 75 73 65205072 6f64 7563 | reenhouse Produc |
74 69 6f 6e 20 53 65 72 76 6572732061 6e 64 | tion Servers and|
2053657276 69 6365 7320434130 1e 17 0d | Services CAO...|
3135313033303131 333030325a170d31 |151030113002Z..1]
3830373230313134 3730325a3081ab31 |80720114702Z0..1]

42 42 4352 4254 6561 6d45787440626263 | BBCRBTeamExt@bbc|
2e 63 6f 2e 75 6b 31 1d 30 1b 06 03 55 04 03 Oc |.co.uk1.0...U...|

14 42 72 6f 61 64 63 61 73 74 20 52 65 64 20 42 |.Broadcast Red Bj|

7574 74 6f 6e 31 1a 30 18 06 03 55 04 Ob Oc 11 |uttonl.0...U....|

5072 6f 64 75 63 74 69 6f 6e 20 53 65 72 76 65 |Production Serve|
7231293027 060355 040a0c20427269 74 |r1)0'..U... Brit|

69 73 68 2042 72 6f 61 64 63 61 73 74 69 6e 67 | ish Broadcasting|

00000170 2043 6f 72 70 6f 7261 74 69 6f 6e 31 0f 30 0d | Corporationl.0.|



Code (ASN.1)

00001560 01 00 0a 01 06 02 01 64 bf 3f 82 01 6d bf 76 2c |.......d.72.. m.v,]|
00001570 3007 04 02 2f61 0201 1504 21 0d 52 6564 20 |0.../a....!.Red |
00001580 6b 65 79 20 70 72 65 73 73 65 64 2¢ 20 6¢ 6f 61 |key pressed, loa|
00001590 64 20 76 6f 64 20 73 74 72 65 61 6d bf 81 54 25 |d vod stream..T %|
000015a0 0201 55bf81631e04 1c2f696d61676573 |.. U..c../images|
000015b0 2f62 75 74 74 6f 6e 73 2f 72 65 64 2d 77 61 69 |/buttons/red -wal |
000015c0 74 2e 70 6e 67 bf 78 2a 3007 04 02 2610201 | t.png.x*0.../a..|
000015d0 22 30 07 04 02 2f 61 02 01 1c 30 16 bf 81 63 07 |"0.../a...0...c.|
000015e0 bf 81 6¢ 03 02 01 55 bf 816507 bf 81 6¢c 0302 |..I... U..e...l..|
000015f0 01 56 bf 81 41 12 02 01 4b 30 0d bf 81 6¢ 03 02 |.V..A...KO...I..|
00001600 01 56 bf 81 6a 02 05 00 bf 81 54 1d 02 01 55 bf |. V.j..... T...U.|
00001610 81 63 16 04 14 2f 69 6d 61 67 65 73 2f 61 76 61 |.Cc.../images/ ava|
00001620 6¢ 70 61 39 30 2e 70 6e 67 bf 78 2a 30 07 04 02 |Ipa90.png.x*0...|
00001630 2f61 020122 300704 02 2f61 0201 1c 30 16 |/a.."0.../a...0.]
00001640 bf 81 63 07 bf 81 6¢c 03 02 01 55 bf 81 65 07 bf |..c...l...  U..e.]
00001650 81 6¢ 03 02 01 56 bf 81 41 12 02 01 4a 30 0d bf |.I...V..A...J0..|
00001660 81 6¢ 03 02 01 56 bf 81 6a020500bf813a0b |.l.. V...
00001670 0201 4a 020200 a202 0201 a2bf81543602 |.J.......... T6.]|
00001680 0157 bf81 63204 2d 68 747470 3a2f 2f 74 |.W..c/.-http://{]
00001690 726163 6b 6572 2e 61 76 61 6C 70 61 2e 6f 72 | racker.avalpa.or |
000016a0 67 2f 76 6f 64 2f 6d 68 65 67 74 65 73 74 2f 42 |g/ vod / mhegtest /B|
000016b0 42 42 2e 74 73 bf 81 54 0a 02 01 59 bf 81 61 03 |[BB. ts..T..Y..a|
000016c0 0101 ff bf 73030201 7e bf815b0d 020159 |....s...~..[...Y]
000016d0 020101 bf81610301 01 ff b42d0202008a |.....a..... -....|
000016e0 bf 3e 09 02 01 00 0a 01 06 02 01 68 bf 3f 1a bf |.>.........h.2.|

000016f0 81 32 09 30 07 04 02 2f 61 02 01 0d bf 81 30 09 |.2.0.../a.....0.|
00001700 3007 04 02 2f 61 02 01 00 9f 33 01 04 bf 34 08 |0.../a....3...4.|
00001710 020202d0020202 40 ... @]






